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fEdiaj “*%  Why an elD ?

in the ‘e-world’ of today and tomorrow, strong
authentication is the key to success

- e-commerce problem : lack of strong authentication : anyone
can pretend being anyone

- within e-government solution for strong authentication crucial as
government data is highly critical and should not fall into the
wrong hands

- strongest form of identification world-wide is a smart-card based
identification

- Belgium has a long history of identity cards : only the
Introduction of the chip was a real challenge
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fedict “€ elD in it’s global context
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fedict™

elD - basics

A new ID-card with the format of a
bank card and a powerful chip
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fedict * Aim elD project (%) K
Proof oI identity x

» To give Belgian citi s an electronic
Identity card enabling them to
authenticate themselves towards
diverse applications and to put digital

Signature tool «— signatures

BELGIE BELGIQUE BELGIEN BELGIUM

IDENTITEITSKAART CARTE D'IDENTITE PERSONALAUSWEIS IDENTITY CARD

Naam / Name Dupont
Voomnamen / Given names Sophie
R Geboorteplaats en -datum / Place and dafe of bith ~ Geslacht / Sex

Namen 01 ME! 1960 v
Nm m
Kaartnr. / Card No
000-0001000-00
Geldig van - tot / Valid from - until

02.04.2003 - 02.04.2008

Handtekening van de houder / Holder’s signature:

22
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fedict ™

of the holder

Which information ?

/» From a visual point of view the same
Information will be visible as on the
current identity card :

the name

the first two Christian names

the first letter of the third Christian name

Visual
identification

the nationality

the birth place and date

the sex

the place of delivery of the card

the begin and end data of the validity of the card
the denomination and number of the card

the photo of the holder

it kR
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\ the signature of the holder

the identification number of the National Register

Identical functionality to current identity
card
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fedﬁa:‘?[ “8%  Which information ?

() From an electronic point of view the
chip will contain the same information

as printed on the card, filled up with:

Electronic the identity and signature keys
identification < the identity and signature certificates
of the holder ] .. ) ) )
the accredited certification service furnisher

information necessary for authentication of the
card and securization of the electronic data

\ the main residence of the holder
(Currently) no encryption certificates
No biometric data (yet)

No electronic purse

No storage of other data
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fedict “8%  Distribution elD : how and where ?
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fedict™

elD — chip

elD, welcome to the e-world !
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fedict ®* contents of the chip

PKI

IDENTITY

authentication

digital signature
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ADDRESS

RRN SIGN

RRN SIGN



fedict 8  elD : the main e-functionalities

BELGIE BELGIQUE BELGIEN BELGIUM
DUNFTETERAMT  CANTESENTITE  FERSOMMASSES  SNTITY CARD

data capture

authentication

digital signature
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fedict 8  elD : the main e-functionalities

BELGIE BELGIQUE BELGIEN BELGIUM
DUNFTETERAMT  CANTESENTITE  FERSOMMASSES  SNTITY CARD
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data capture
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digital signature
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fedict “*’ Data capture

elD as a secured means to efficiently
capture error-free information

BELGIE BELGIQUE BELGIEN BELGIUM
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fedict 8  elD : the main e-functionalities

BELGIE BELGIQUE BELGIEN BELGIUM
DUNFTETERAMT  CANTESENTITE  FERSOMMASSES  SNTITY CARD
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data capture

authentication

digital signature
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fed ~t “*" Authentication

elD as a means to safe and trustworthy
on-line authentication

physical world on-line world

hilp

W

e

& 8

e~




fedict 8  elD : the main e-functionalities

BELGIE BELGIQUE BELGIEN BELGIUM
DUNFTETERAMT  CANTESENTITE  FERSOMMASSES  SNTITY CARD
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data capture

authentication

digital signature
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fedict “* Digital signature

elD as a means to also automate the last step
in the chain : digitally signing of documents

BELGIE BELGIQUE BELGIEN BELGIUM
IDEMTITEITEMAART CARTE CMDENTITE  PERSOMALAUEWEIS IDENTITY CARD

Warnan 01 ME1 1880 L]
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fedict 8 And what about autorisation ?

Federal government best practice :

authentication attribufication autorisation
=
|co|
| S
—
identity + attributes = profile(s)
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fedict “* A typical set-up

ks

Access request

Strong
Authentication—

Strong

Authentication

Qualitative
authentication

Web/Service

Database

Internet
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OCSP request

External
pplication

Internal DB with
access rights

Autorisation




fedict™

elD - toolkits

Let’s make use of the power of elD !
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fedict® elD-toolkits

Two toolkits are under development :

e e = = | GUI + PKCS#11 libraries : reading, printing,
e validating and visualising the contents of
= = the elD chip

— authentication proxy : easy authentication on
multiple platforms

Purpose is to hide internal card changes

Labeling should be straightforward if
applications use toolkits

Both toolkits are free of charge

Distribution through federal portal
(http://www.belgium_be/fedict =+ Projecten -+ elD)

Copvright © FEDICT 2005. All rights reserved



e-gov

edict elD-toolkits

. Identity Card
| dentiteit | Eertificatenl Kaart & PIMN I I:Iptiesl

=101

BELGIE BELGIQUE BELGIEH BELGIUM
IDEMTITEITSKAART CARTE D'IDENTITE PERSOMNALAUSWEIS IDEMTITY CARD
@ | dentiteit
hY M
e Aa
Yoornamen
Geboorteplaats Geboortedatum Gezlacht M ationaliteit
Title M ationiaal Murmnmer
— Kaart Info @ Ades
Chip Murnmer Straat
k.aart Mummer Pozstcode Maam Land

Geldig Yan Tat

— Speciale Status
(] Witte Stok

[ ] Gele Stak
[ Minderjarigheid

itreikingzgemeente
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edict **" elD-toolkits : Identity
. Identity Card o ]
| dentiteit | Eertificatenl Kaart & PIMN I I:Iptiesl
BELGIE BELGIQUE BELGIEN BELGIUM
IDEMTITEITSKAART CARTE D'IDENTITE PERSOMNALAUSWEIS IDEMTITY CARD
) | dentiteit
b M aam
= SPECIMEN
Yoornamen
Alice Geldigekaan 723 A
Geboorteplaats Geboortedatum Gezlacht M ationaliteit
Hamont-Achel Q1TMET0 F be
Title M ationiaal Murmnmer
171 8100070
— Kaart Info ) Ades
Chip Murnmer Straat
534 S48 EFFEGE00ZSECFF232 CRana0C heirplaatz 1 buz 1
k.aart Mummer Pozstcode Maam Land
Q00 QOO07FE3.07 2000 Antaerpen be
Gieldig Yan Tot — Speciale Status :
PEISIA004 PEINZI2005 Q g
— [ ] *fitke Stok. [
itreikingzgemeente : |
FETES [ ] Gele Stak L
[ Minderjarigheid
|Gereeu:|

A l
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elD-toolkits : library

[]"C: eID% Debug’ toolkit.exe™

WELCOME to the FEDICT elID TOOLKIT.
Your card is currently being read.

=== Get Identity Data ==
ABRARAA3E38
L34C494E3366A0226CFF232CFaABAF2E
200316821 - 20081821

Certipost Specimen

717151866878

SPECIHEN

Alice GeldigekaartW@38

f

he
Hamont—Achel
1271AH1

F

1
FALSE, Yellouwcane: FALSE, Extendedminority: FALSE

Special Statusz: Whitecane

=== Get Address ===
Meirplaats 1 bus 1

2868
Antwerpen

=== Uersion ===
gg46494E33EEBBE?ECFF23ECFEBEBFEB

a3
a1
a1
a1
a1

KeyExchangelersion
ApplicationLifeCycle

ElecPersolnterface




fedict™

elD - applications

Only the developers’ creativity will
limit the usage of the elD card.
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fedict “* A card... and afterwards ?

Federal applications :

low
frequency <

usage
- - DIV
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fedict “® Administration

Applications at municipality level:

- ¥

b

v marriage
v house

v Kids

v school

v library
v_ swimming pool

v container parks
v
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Aanvraag uittreksel van gezinssamenstelling

---------------------------

Burgerlijke stand

Aanvraay documenten ivm huwelijk
Aamvraay documenten ivim geboarte
Aanvraay documenten ivm nationaliteit
Aanvraay documenten ivm echtscheiding
Aanvraay documenten ivin erkenningen
Aanvraay documenten ivim adopties




fedict “* A card... and afterwards ?

- The ultimate goal : elD is daily used

- Federal support :

labeling
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http://www.ivago.be/img/hoe_aanbieden.containerpark1.gif
http://images.google.be/imgres?imgurl=www.wuustwezel.be/images/bidoc.gif&imgrefurl=http://www.wuustwezel.be/main.htm&h=179&w=172&prev=/images%3Fq%3D%2522bibliotheek%2522%26start%3D20%26svnum%3D10%26hl%3Dnl%26lr%3D%26ie%3DUTF-8%26oe%3DUTF-8%26sa%3DN

fedict® elID : the sky is the limit !

healthcare

A A o =
home banking, online
opening of accounts, ...
JIHIIN student cards,

UNIVERSITEIT ot soour neen  seioul

GENT e-learning, ...

proof of membership @.

\h I' »
> 5.%

e-commerce

Copvright © FEDICT 2005. All rights reserved


http://www.kuleuven.ac.be/kuleuven/index.htm
http://images.google.be/imgres?imgurl=aivwww.rug.ac.be/Onderzoeksbeleid/techno2002/imgs/univlogobw.gif&imgrefurl=http://aivwww.rug.ac.be/Onderzoeksbeleid/techno/&h=188&w=227&prev=/images%3Fq%3D%2522universiteit%2522%26start%3D20%26svnum%3D10%26hl%3Dnl%26lr%3D%
http://images.google.be/imgres?imgurl=www.linuxdevices.com/files/misc/ciit-pda.jpg&imgrefurl=http://www.linuxdevices.com/news/NS6770596476.html&h=261&w=308&prev=/images%3Fq%3D%2522pda%2522%26svnum%3D10%26hl%3Dnl%26lr%3D%26ie%3DUTF-8%26oe%3DUTF-8

fedict “€  elD today and tomorrow

Q2 2003

Q1 2004 Q22004 Q32004 04 2004 Q1 2005 Q2 2005

|
20/03 23/d3

Pilot phase
Target groups

Evaluation
pilot phase : :
Installation in

Negociations

municipalities

Gradual roll-out elD

Status d.d. 01/02/05 :

e 999% of municipalities installed

e 99% of municipalities trained
e 99% of municipalities switched .tn
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fedict “€  More information

Th@nk you !

For more information feel free to visit

www.belgium.be/fedict
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